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Data is a common theme across security 
challenges limiting AI implementation

Source: IDC IT Data Management Quick Poll Q1, February 2026

N=107
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39%
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26%

24%

Security limitations of existing
data platforms

Industry compliance regulations Unauthorized access to
sensitive data

Loss of sensitive data Regional data privacy and
compliance regulations

Legal concerns (e.g., plagiarism)

Q. Which of the following data security concerns, if any, limit or slow your organization from implementing AI and Agentic AI?

https://idc.knowledgehound.co/studies/2600192/
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45.5%
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AI governance

AI-infused applications

AI platforms

AI-ready data architecture

AI strategy

AI-ready workforce

AI infrastructure

% of respondents

Q. What are your organization's top 3 AI adoption priorities for 
2025?

It’s why AI-ready data architecture is now top priority

Sources: Left: IDC Future Enterprise Resiliency & Spending Survey Wave 1, IDC, February 2025

 Right: IDC Future Enterprise Resiliency & Spending Survey Wave 1, IDC, March 2026, N=903
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38.5%

42.7%

43.9%

45.0%

45.5%

45.7%

AI-infused applications

AI governance

AI platforms

AI-ready workforce

AI infrastructure

AI business strategy

AI-ready data architecture

% of respondents

Q. What are your organization’s top 3 AI-adoption priorities for 
2026?
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And… data trust is at the top of AI strategic priorities

20.5%

28.9%

35.3%

37.8%

38.1%

38.7%

Architecture and partners

Vision and goals

Responsible AI and ethics

Operating model and talent

Value and success metrics

Data governance: ensuring trusted, accessible, and high-quality data

% of respondents

Q. What are the two most important issues that your 2026 AI business strategy 
needs to address?

Source: IDC Future Enterprise Resiliency & Spending Survey Wave 1, IDC, March 2026, N=903

 Filtered to Respondents indicated that organization is prioritizing AI strategy in 2026, N=414
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Why do we need trusted AI? 

Trust is where data security and data quality meet fueled by data intelligence 

Data Quality

✓ Relevance

✓ Timely

✓ Up-to-date

✓ Unbiased

Data Security

✓ Private

✓ Compliant

✓ Sovereign

✓ Appropriate

Successful 

AI 

Outcomes

Trust

Confidence 
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What is data 
trust?

Data trust requires organizational data 

to be accurate, unbiased, and free of 

ROT. It must be accessible to 

authorized users, used in the right 

context, and protected from threats, 

vulnerabilities, and unauthorized 

exposure.
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Data Quality

Data Quality

Data Quality

Data Quality

Data Quality

Data Security

Data Security

Data Quality

Data Quality

Data Quality

Data Quality

Data Security

High-priority objectives in the next 12-18 
months point to data control

36%

34%

28%

28%

25%

24%

22%

22%

22%

18%

17%

15%

Improve the quality of data and analytics products

Ensuring the security and privacy of data

Improving how data is incorporated into business decision making

Improving the quality of data available for use

Supporting Generative and Agentic AI use cases

Supporting Predictive and Interpretive AI use cases

Improving data literacy across the organization

Improving regulatory data compliance reporting

Optimizing costs of data storage and processing

Reducing the time to go from data to decision (faster data availability)

Improving data democratization and utilization

Improving access to and governance of unstructured data

% of respondents

Q. What are the top 3 strategic objectives for data leadership in the next 12-18 months for use of data and 
analytics in the organization?

Source: IDC’s Office of the CDO Survey, November 2025, N=417
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Taking control of data

Data Control Plane 

Data 

Cataloging
Data Lineage

Data Quality 

Management

Data 

Governance
Data Products

Who What When Why Where How

Data Security 

Posture 

Management

Data Access 

Governance

Data Loss 

Prevention

Privacy, 

Compliance, 

Sovereignty

Obfuscation, 

Tokenization, 

Masking
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Data intelligence + data security = Data governance

DATA 

INTELLIGENCE
• Classification & 

sensitivity

• Lineage & provenance

• Business semantics

• Usage telemetry

• Ownership & 

stewardship

• Quality & observability

DATA SECURITY
• RBAC / ABAC access 

control

• Encryption & masking

• Policy enforcement

• Audit trails & monitoring

• Least-privilege 

enforcement

• Integrity protection

Permissions

Provenance

Privilege

Policies

Principles

Integrity

+ =
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Data Security

Data Management

Trusted AI Data

Governance: implementing data security and management 
with people and process delivering trusted data

People

Staffing

Skills

Ownership

Process

Policies

Metrics

Collaboration

Policy & Control • Observability • Enforcement
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Organizations are turning to AI to build valuable data 

Source: IDC IT Data Management Quick Poll Q1, February 2026

N=107

24%

32%

32%

45%

52%

52%

61%

65%

Discovery of dark or hidden data

Data obfuscation/anonymization

Identifying jailbreaking attempts on models and/or sources

Auditing or compliance reports

Creating incident reports

User behavior analytics/Analyzing prompts

Gathering and analyzing context to assist in better data classification

Assessing risks

Q. What data management functions is your organization supplementing with AI tools or Agents? 

https://idc.knowledgehound.co/studies/2600192/
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Advice for vendors

✓ Differentiate trust capabilities. Clearly articulate how your platform (uniquely) enables 
trusted data and AI outcomes in a crowded market.

✓ Prioritize governance by risk. Help customers focus on the highest-risk data, AI use 
cases, and regulatory exposures first.

✓ Act as change agents for AI governance. Educate customers on how governance 
priorities are shifting as AI becomes embedded across the data stack.

✓ Position trusted data as the foundation for autonomy. Emphasize that strong 
governance is required before organizations can safely scale AI and autonomous 
agents.
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Data in Action: Agentic 

Application Success

Explore how Agentic AI is reshaping 

enterprise applications and why data 

readiness determines which pilots 

make it to production

DOWNLOAD PRIMER DOWNLOAD EBOOKDOWNLOAD EXCERPT

IDC

Related Resources

Asia Pacific AI Spending is Scaling 

Fast. The Next Advantage is 

Knowing Where

Explore where AI and GenAI Spending is 

scaling across Asia Pacific and how IDC  

helps vendors plan their next move

7 Critical Buyer Shifts That Will 

Shape Your 2026 Strategy

Understand the buyer behavior shifts 

shaping 2026 GTM strategy, from ROI 

pressure to changing decision-maker 

influence

https://info.idc.com/ap-data-in-action-agentic-application-success.html
https://info.idc.com/ap-ai-genai-spending-forecast.html?utm_medium=email&utm_source=blast&utm_campaign=ap-idc-ap-data-in-action-agentic-application-success&utm_content=mkto-4530-em-01
https://info.idc.com/ap-ai-genai-spending-forecast.html?utm_medium=email&utm_source=blast&utm_campaign=ap-idc-ap-data-in-action-agentic-application-success&utm_content=mkto-4530-em-01
https://info.idc.com/ap-7-buyer-shifts.html?utm_medium=email&utm_source=blast&utm_campaign=ap-idc-ap-data-in-action-agentic-application-success&utm_content=mkto-4530-em-01
https://info.idc.com/ap-7-buyer-shifts.html?utm_medium=email&utm_source=blast&utm_campaign=ap-idc-ap-data-in-action-agentic-application-success&utm_content=mkto-4530-em-01
https://info.idc.com/ap-ai-genai-spending-forecast.html
https://info.idc.com/ap-data-in-action-agentic-application-success.html
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