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In September 2023, we asked 361 IT Leaders  from 11 countries
questions about the operational dynamics and strategic direction

of their IT organizations, focusing on critical areas such as IT
investment priorities, the integration of generative AI, talent

management and skills development, and cybersecurity.

Here’s what they said.
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Over the last year, organizations have seen a shift from integrated, continuous
enterprise-wide DX strategies to ones with a shorter-term focus as they adapt to
immediate market demands, reassess long-term digital road maps, and recalibrate
their approaches. This may be driven by several factors, such as an organizational
learning curve, economic uncertainty, or global disruptions and ongoing pandemic
recovery. 

HIGHLIGHT # 1: Digital Transformation (DX) Strategies Have Shifted to
Be More Short-Term Focused
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What is the current status of DX at your organization?

Transformative. There is a longer-term investment
plan in place and the enterprise strategy is to use DX

to transform markets and customers.

Integrated. Integrated, continuous enterprise-wide
DX innovation is in place with operations and

customer/service experiences.

Short-term focus. CX initiatives are enterprise-
oriented but typically have a short-term focus.

Functional. DX initiatives are initiated at the function
or line-of-business (LoB) level, with some connection

to enterprise strategy.

Disconnected. DX initiatives are tactical and
disconnected from enterprise strategy.
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CIOs are at a critical stage in the GenAI wave and must decide whether to spearhead
AI innovation or deliberate further amid evolving AI capabilities. 32% of IT
organizations have already adopted GenAI, with an additional 11% planning to
test or adopt in 2024. These early adopters and future planners may be looking to
leverage GenAI for competitive advantage, improved efficiency, and innovation.
Conversely, a substantial 41% have no plans to test or adopt GenAI. 

Which description best fits your IT organization’s situation regarding Gen AI?

Adopted

Exploring whether
to test/adpot

Plans to test/adopt

Not sure

Plan to test/adopt in
2024

Plan to test/adopt in
2025+

HIGHLIGHT # 2: Facing the GenAI Wave, Some IT Leaders Are Embracing
the Technology for Strategic Gains While Others Hold Back
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Regardless of company size, both midmarket and large enterprises have challenges
in recruiting cybersecurity talent. A significant majority find it somewhat
challenging to severely challenging to find the right skills, pointing to a
widespread talent gap in a growing industry. Only a portion (19%) of large
enterprises report that it is relatively easy to find qualified cybersecurity
experts, which could be due to greater resources to attract top talent.

HIGHLIGHT # 3: Both Midmarket and Large Enterprises Are Struggling to
Find Cybersecurity Talent
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How challenging is it to recruit cybersecurity talent?

It is relatively easy to find qualified
cybersecurity professionals

Finding talent is somewhat
challenging but manageable

IT can be difficult to find suitable
candidates

There is a severe shortage of
skilled professionals

500 to 999 1,000+



While a majority of organizations allocate a small portion (12.8% average) of
their IT budget to reduce technical debt, a significant number (79%) do not
have formal processes for tracking and reporting this debt. This gap in tracking
and reporting could affect the strategic planning and alignment of IT initiatives with
business objectives. It also reflects a need for more structured reporting and
management practices to ensure that technical debt is accounted for in executive
decision-making.

HIGHLIGHT # 4: While Organizations Are Aware of Technical Debt, They
Lack Structured Processes to Manage and Report It
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Yes
21%

No
79%

Does your organization have a
formal, systematic process for
tracking and reporting the technical
debt to your executive team?



International Data Corporation (IDC) is the premier global provider of
market intelligence, advisory services, and events for the information
technology, telecommunications, and consumer technology markets. 
IDC is a wholly-owned subsidiary of International Data Group (IDG, Inc.),
the world's leading tech media, data and marketing services company,
and has been recognized Analyst Firm of the Year by the Institute of
Industry Analyst Relations.

Today, our 1,300 global analysts publish thousands of reports annually in
over 500+ markets that include global, regional, and local expertise on
technology and industry opportunities, helping Technology Leader
professionals and business executives make fact-based decisions. 

With IDC’s Technology Leader Solutions, we provide you with expert
guidance backed by our industry-leading research and advisory
services, robust leadership and development programs, and
objective metrics, deal reviews and market data from our global
analysts.

About IDC

IDC eBook l What Every IT Leader Needs to Know

Technology Leaders, Partner with IDC on
your Journey to the Digital Future.

Interested to Learn more? Click here.

June 2024

https://www.idg.com/about-idg-inc/
https://info.idc.com/tb-contact-us.html?utm_medium=content&utm_source=asset&utm_campaign=us-idc-cio-sentiment-survey-ebook&utm_content=mkto-3025-cta-footer&utm_idc=cas-mkto-3025-idcus

